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NEW QUESTION: 1귀사는 AWS에서 EC2 인스턴스 세트를 호스팅하고 있습니다. AWS EC2 인스턴스에서
포트 스캔이 발생하는지 감지 할 수있는 기능을 원합니다. 이와 관련하여 다음 중 도움이 될 수 있는 것은
무엇입니까?선택 해주세요:A. AWS Guard Duty를 사용하여 악성 포트 스캔 모니터링B. AWS Config를
사용하여 악성 포트 스캔 알림C. AWS Trusted Advisor를 사용하여 악성 포트 스캔을 알립니다D. AWS
검사기를 사용하여 포트 스캔을 위해 인스턴스를 의식적으로 검사Answer: AExplanation:The AWS blogs
mention the following to support the use of AWS GuardDuty GuardDuty voraciously consumes
multiple data streams, including several threat intelligence feeds, staying aware of malicious
addresses, devious domains, and more importantly, learning to accurately identify malicious or
unauthorized behavior in your AWS accounts. In combination with information gleaned from
your VPC Flow Logs, AWS CloudTrail Event Logs, and DNS logs, th allows GuardDuty to detect
many different types of dangerous and mischievous behavior including probes for known
vulnerabilities, port scans and probes, and access from unusual locations. On the AWS side, it
looks for suspicious AWS account activity such as unauthorized deployments, unusual
CloudTrail activity, patterns of access to AWS API functions, and attempts to exceed multiple
service limits. GuardDuty will also look for compromised EC2 instances talking to malicious
entities or services, data exfiltration attempts, and instances that are mining cryptocurrency.
Options A, B and C are invalid because these services cannot be used to detect port scans For
more information on AWS Guard Duty, please refer to the below Link:
https://aws.amazon.com/blogs/aws/amazon-guardduty-continuous-security-monitoring-threa
t-detection; ( The correct answer is: Use AWS Guard Duty to monitor any malicious port scans
Submit your Feedback/Queries to our Experts

NEW QUESTION: 2DRAG DROPYou need to identify which technologies must be used to meet
the security requirements.Which technologies should you identify? (To answer, drag the
appropriate technologies to the correct requirements. Each technology may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to
view content.) Select and Place:Answer: Explanation:

NEW QUESTION: 3Refer to the exhibit.An engineer is configuring the router to provide static
NAT for the webserver Drag and drop the configuration commands from the left onto the letters
that correspond to its position in the configuration on the right.Answer: Explanation:



NEW QUESTION: 4Refer to the exhibit.Which default gateway address should be assigned to
HostA?A. 192.168.1.1B. 192.168.1.129C. 192.168.1.65D. 10.1.1.1E. 192.168.1.66F. 10.1.1.2
Answer: CExplanation:It should be one less than the switch IP to which it is connected so it will
be B.Topic 5, IP Services
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